111_009 ElGamal-Enc

The list of Course Work topics are presented in my Google drive:

Asymmetric - Public Key Cryptography

= Public Parameters PP = (p, 0)

AI ice p - strong prime nztilgmber of 2048 bit length: p ;822048;
We will use p ~ 228, i.e. of 28 bit length: p ~ 25,

llﬂﬁt};#: g- generatorpin Zo*=1{1,2,3, ..., p—gl} "

_ Number_
PrK =x<--randi ==>PuK =a=¢g*mod p

Key In general, PrK and PuK are related by function F:
Ggp:g"g;g" PuK = F(PrK)

F is one-way function - OWF
Having PuK it is infeasible to find
PrK = F1(PuK)
F(x)=a is OWF, if:
1.1t easy to compute a, when F and x are given.
2.1t is infeasible compute x when F and a are given.

Threaths of insecure PrK generation

@sﬁ k) £ e
W‘. k/<}(!# e

Message m< p

Asymmetric Signing - Verification Asymmetric Encryption - Decryption
Sign(PrKs, m) =G =(r, s) c=Enc(PuK,, m)
V=Ver(PuKs, m, G), Ve{True, False} = {1,0}  M=Dec(PrK, c)
Alice Bob
PuKpr=a
°.PrKA =X Hello ) ,h“
m —»  Sign Alice! B t’ G
L Mees m public key
private key m<p |6EB69570 € }c { E
r 08E03C o) D
B'}e

Alice

PrKa=x
I e L i O
Ualla | ! = ,h l{lglloi Decrvnt
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' Alice
BOb PTKA =X
At Hell /o_-'
Hello & = 0 < Decrypt

Bob Alice! Allca's
private key

public key

ElGamal Cryptosystem

1.Public Parameters generation PP = (p, ).

Generate strong prime number p: >> p=genstrongprime(28) % strong prime of 28 bit length

Find a generator gin Z,*={1, 2, 3, ..., p-1} using condition.

Strong prime p=2q+1, where q is prime, then g is a generator of Zp* .

g7+ 1 mod p and g?# 1 mod p.

Declare Public Parameters to the network PP = (p, g); p=268435019; 0=2;
2128-1= 268,435,455

>>2128-1

ans = 2.6844e+08

>> int64(2128-1)

ans = 268435455

Asymmetric Encryption-Decryption: El-Gamal Encryption-Decryption
pP=268435019; g=2;

Let message m™~ needs to be encrypted, then it must be encoded in decimal number m: 1< m < p.
E.g. m=111222. Then m mod p = m.

77 Ky = a [ s able 2o Mél‘V/vZL
m 2o f2:  m <P
B: ( < rja/wdi({l:;)

PR— é -
E = m; a W)pdp p —“—CE; D) \7% s ble to a/ez/yﬂ
D=2 mod P C=(ED) uhng her W= X,

(- X mod (p-0) =@ - x) mod (P -1)= |1 D'xrfid(lj_i)modp
=(p-1~ x) mod (p-1) 2. E«D wedp =m

Q;_L> wiod (p-1) =
(= ) mod (p- D= (p-1-2)
77 vl (p- 1) = D mod (p-1)

>> D_wx = mod_ 2 (D, p-t1-2, p-1)

On 11102
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§y) wioy) - <) — D wiviy (_[’)-— ’_L/
>> D wmy = mpd/ﬁX/?<D) P-d=Xyp- 1)

D™ mod p computation using Fermat theorem:
If p is prime, then for any integer a holds a?? = 1 mod p.

D= (wedp D
_DF—ia:D—X:]'_'D’XWOdP — D ) = D W/p

D wodp = DI pdp

Cgtrrectness . .
Ene (Pul,=a,(,m)=C=(£,D) = (E= m-a'med p;D=g" modp)

()ec(PrKA—XJC) =E£-D w/rﬁp/,D, ;/;/)a(g) wod p =

—-[X

X g
”m@) g =mg* -9 =m0 rnm’p W g modp=
= M4 med P= w wad P= vy = 111222
Sinee W1 £ P
4 m>p — M owedp £ 27wmeds =2+ 27, iii!f%% per dhar;
I mep — mwmodp = v

;19 wad 34 = 19, T = L5¢ cha
Kj)ecry//ﬂ@‘pw s corfpe 7 [7[ w1 < P,

EClamal everyplion is probabilistic: encryplion of #he
Same szs;agg@iwo tiwwes é{/e&/} e dﬁﬁemﬂz" ézﬂéer??/tzfs

2 —wid énéry/ﬁ’m
{, = mndi ()

E :@~ a°* wod
} i) D, = géa mﬂdp t @,Q}

Cl # Cz f/ﬂlgmﬂ

Necessity of probabilistic encryption.
Encrypting the same message with textbook RSA always yields the same ciphertext, and so we
actually obtain that any deterministic scheme must be insecure for multiple encryptions.

111_009 ElGamal-Enc Page 3



Tavern episode
Enigma

Authenticated Key Agreement Protocol using EIGamal Encryption and Signature.
Hybrid encryption for a large files combining asymmetric and symmetric encryption method.

Hybrid encryption. Let M be a large finite length file, e.g. of gigabytes length.

Then to encrypt this file using asymmetric encryption is extremely ineffective since we must split it into millions of
parts having 2048 bit length and encrypt every part separately.

The solution can be found by using asymmetric encryption together with symmetric encryption, say AES-128.

It is named as hybrid encryption method.

For this purpose the Key Agreement Protocol (KAP) using asymmetric encryption for the same symmetric secret
key k agreement must be realized and encryption of M realized by symmetric encryption method, say AES-128.

AKAP: Asym.Enc & Digital Sign.
How 4o ﬂ/haryﬁ/f large data file M:,L/{g’ru'&/ ens — doy metheod,
4. Pities st adtes  on coprnron é(/VW/‘WZZ/“La cocrzl key k.
Vor symmetric (lock clphet, ¢.9. ABS- 725,172,256 s,

S BKy= X5 Puky=ar, =y Frkg=Y; Pully= b.
FuK g = b, Pulls = a.
-~ o ! 2429
Oli’kh CMZ/Z<(2428>
4 Ene(Puliy=b,(, , k)= e =(E,D) i 1/07/5{?/ yf FulC, and @ty are valid 2
© iﬂzgl/o—w(éd% L%é”w h=H(() s valid 7

2) M~ large Vile 2obe emceypled . ¢ V= ()

E.(M)=AES, (1) = € SR (R, 6, W)= True
3) 5415 pi/oher“’féxf a Yl Doc (i, e) =
5.0 h=H(C) 3.0, (()= AES, (¢ ) =M.

3.2 6%/](%%42 X, [’7) =6= (ry 5)

A wa wsng w0 called encrypt - apd - %('7/) (E»g.fs)/wzagéffm
QE—&—S)FM%M s recomepded fo prevent o caliod
Choosen Cphertex? Allacks - cea: it is wost strong altay k
4 most ;am/yfax v realizer ion.
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HoWW#fMﬁ ﬂﬁférzgz %J
Fllamal encryplios

Lot We bgve 2 Wgééﬂfﬁé i, , W to be @mgfy/zfza/

Zi = FWQ/Z(CZP)&) ['2 < m%d[ (ch_)e) M? - o Wﬂlﬂ(‘r
E = my-a™ pod p E, =1, - Q% yrcd p 5&?”9%2
R — bot Won
= g}, maﬂ'p D, (/Q mpg/]/@ Uil 40 haie.
C; = (E4,Di> c, = CEZ;Dz)

let we intepd 10 e0Erypl produc? Wy Wi, wed p =y < ik
wrkespmfm’wzg plairtexts vy avd 147, Lhing 122927
parang ¢ "(01 + L;_> mpﬁ’df)—— :()
Ence <a,@+az ma@l([) 1), /Wi m, MMQ/P)'— Crz = Cr«’:n , Diz)
Li’LLZ VV)OQIC

Eyo=my-M;Q —(ml amadp . o Vnmp)mW’P
- )
Es £

E/tz = Ei'EZ Moﬁﬁ/P

Du= g modp =G medp: gt p) et £
Dy D,

Dt = Dy Dy mm/p

Enc (a,([iﬂhlzjmpd@—i), s mvdlo): Cuy =
= (En, D42) -
= @1052 m%?//)) D‘{'ibz mwﬁp): C.L’CZ

Hutti /Léf(waﬂ/é oMo hsver
Encryption Jumldion of produdion my« Wy of two paivIexts wy owd #1
maps 1o o{ﬁb//ffzxi’ Cr & =C of two cipheatex?s ey and C, , uher
é,=Ene (0,4, wy ) amd ¢, = /_:’n(’/(Q) Ly ymy ).

EW(’/(M;(’ sz) = Ene C//W,i)v Eyc (VMZ) = CyeCy

Adﬂ/&'ﬁ%é{ MMZZ%&Z@%VZ fgﬂw&r/kégm

111_009 ElGamal-Enc Page 5



~

Eunc (Wu + W’z): e=C;0C, <= Vetial P Olier @Mé}f//ﬁ?&ﬂ.
Application m e l/mb’wg nd Bl kchain syslenrs.,
One 6#6%%[ 2224 ﬁ% ECCmial W/fy/ﬁ_ZDM

is instead o m, m, encryption
1o &Vlﬂ’y/nf Mé§§ﬂ?//$ Vq :gmﬁ 9 V)Z:gmz; n3 :gzmg 5/)14 :g;m”].

How to provide anonymity of transaction amounts

R m1=2000 A m3=1000 g and to verify the balance: m1+m2 = m3+m4 ?
B — — = =

PrKa=x :”f:'z nl=g™ mod p n3=g™ mod p
(3 _m2=3000 PuKs=a m4=4000 YRS h2=g™ mod p n4=g™ mod p
PHl—————> —_—

uTxo If  ml+m2=m3+m4,
’|‘ Then n1*n2=n3*n4.
Cl °€2: ('/3 Cy
Till this place

Enc (2,042, , Pg+1,) = EM&(OD i‘i)n_() °Em§(a,z'2, n,)
En= Es«E, mod ) = b o wod p. N, 0% vmod p =
— gMiQLIMﬂQ?P.'gMZO/ Ly mﬁﬁ/F:

— gM1+M2' 0a+bz VMWQ/[)
Z@f VI’& + Ml - i} * ITL/
ni V)Z 03 n"f
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I Me+wmy, = my «my mod(p-1) =2 &, =Cg-Cy

Homomorphic encryption: cloud computation with encrypted data.
Paillier encryption scheme is additively-multiplicative homomorphic and has a potentially nice

applications in blockchain, public procurement, auctions, gamblings and etc.
Enc(Puk, mi+m;) = cyec,.

Blochctiniv amd TPES opp&mﬁw to data S’fﬁfﬁ?é,
IPFS , web3 .
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